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-xecutive summary

Fraud activity this quarter escalated across all five typologies monitored, with threat actors
operating simultaneously across twelve or more countries. The defining characteristic of this
period is not technical complexity - it is the industrialisation of social engineering at global scale.

Police impersonation remained the dominant typology, with coordinated campaigns active
across the US, UK, Canada, New Zealand, Sri Lanka and UAE. Courier fraud operated in near-
direct conjunction, functioning as a physical extraction layer once telephone-based compliance
had been established. Ticket fraud surged around Coachella, the FIFA World Cup and BTS Seoul,
exploiting the secondary market's structural authentication vacuum. Fake QR code scams
expanded beyond parking meters into government letters, windshields and SMS violation notices
across seven countries. Employment fraud demonstrated the most significant evolution - Al
deepfake interviews, recruiter identity theft and state-sponsored malware delivery confirmed by
Microsoft indicate the recruitment channel has become a primary attack surface.

Estimated losses ranged from $2 to $S800,000 per incident. Detection timeframes ranged from
hours to months. The US and UK generated the highest signal volumes, with Australia, Canada,
UAE and Hong Kong representing accelerating threat environments.
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INTRODUCTION

Fraud is no longer a peripheral risk. It is a primary one. Between
February and April 2026, our intelligence monitoring tracked over
80 distinct news signals across 34 fraud and scam typologies,
spanning 12 or more countries simultaneously. The breadth of that
picture - from fake QR code stickers on parking meters in the UK
to North Korean state actors deploying malware through fake
developer job interviews - reflects a threat landscape that has
fundamentally changed in character, not merely in scale.

The question facing every organisation, bank, enterprise, regulator,
government body and law enforcement agency reading this pack
is no longer whether fraud will affect their people, customers or
operations. The evidence presented here confirms it already is.
The question is whether the intelligence, controls and response
frameworks currently in place are matched to the threat as it
actually exists in 2026 - or to an older, less sophisticated version of
it. This pack is designed to close that gap.

Our Fraud Intelligence Quarterly Pack is produced by our threat
intelligence function through systematic open-source monitoring
of verified news sources, law enforcement advisories, regulatory
disclosures and confirmed public incident reports. It is not a
theoretical assessment. Every typology, analysis and every source
link in this document represents a documented, real-world fraud
incident or warning issued by a credible authority during the
reporting period.

Why does this quarter matter? Three developments make the
February to April 2026 period particularly significant from an
intelligence perspective -

e First, artificial intelligence crossed from emerging risk to
operational reality - this is demonstrated in reports of Al used
in travel scams and to generate deepfakes to drive deception

e Second, the cross-border standardisation of fraud playbooks
accelerated - demonstrated by the global rise in very similar
fake QR codes, courier fraud and police impersonation

e Third, the victim profile broadened in ways that existing
prevention frameworks are not designed to address -
teenagers, sports fans and software developers were all
targeted in complex attacks

This pack covers open-source intelligence gathered between 1
February and 30 April 2026. While it does not represent the full
universe of fraud activity during this period - no open-source
intelligence product can, it still analyses and presents the
observable, reportable and verified surface of a much larger
phenomenon.

The true scale of fraud losses globally is materially higher than any
published figure, due to chronic underreporting, inconsistent
classification across jurisdictions and potentially the deliberate
suppression of incidents by organisations managing reputational
risk.



THIS FRAUD INTELLIGENCE PACK

This pack is structured to serve multiple functions within a single
document and to raise awareness of fraud risks. It can be read
end-to-end as a comprehensive intelligence briefing, or navigated
directly to the sections most relevant to a specific function or
industry. The pack has been developed to facilitate conversations
and share a snapshot of the global fraud risk landscape.

The Global Quarterly Trends - Fraud Risk Analysis

This section opens with a contextual overview of each of the five
primary typologies, including economic and market context, key
statistics and the background conditions that might increase risk.

Trends

The five Trend chapters (Police Impersonation, Courier Fraud,
Ticket Scams, Fake QR Codes and Employment Scams) provide
the detailed intelligence picture - sourced incidents, geographic
spread, tactics observed, estimated losses, detection timeframes,
and the people, teams and stakeholders most directly affected.

Key Geographies

Key Geographies maps the intelligence signals by jurisdiction,
enabling teams and functions to assess the specific threat
environment relevant to their operating geography.

Fraud Risk Summary Notes & What We've Learnt

This translates the intelligence picture into key evidence-based
lessons - analytical conclusions that should directly inform
strategic, tactical and operational decision-making.

Other Global Trends We Noticed

This captures wider and additional trends that did not meet the
threshold for full analysis this quarter but represent fraud risks
worth monitoring - several of which, based on historical pattern
analysis, could emerge and evolve in future reporting periods.

Preview: May 2026 Global Trends

This provides an early horizon scan of the most recent and
ongoing fraud intelligence risks already emerging in the following
quarter, enabling proactive rather than reactive response.

Recommended Actions

This translates the intelligence into structured guidance for several
internal teams and external stakeholder groups, including key
learnings, implications and suggested actions.



GLOBAL QUARTERLY TRENDS - FEB - APR 2026

TREND 1 TREND 3
Police Impersonation Ticket Scams

TREND 4 TREND 5
Fake QR Codes Employment Scams




GLOBAL QUARTERLY TRENDS - FRAUD RISK ANALYSIS
POLICE

Global law enforcement comprises an estimated 10-12 million sworn officers across 195 countries. Police authority commands deep public
trust - and it is precisely that trust that criminal networks exploit. Impersonation scams weaponise the psychological asymmetry between
citizen and state, inducing compliance through manufactured fear of legal consequence. The cross-border consistency of the typology
signals organised criminal networks running standardised playbooks adapted only to local authority names.

« INTERPOL links law enforcement across 196 member countries

« The US employs over 850,000 police officers across federal, state and local agencies

COURIER

The global courier market was valued at $531 billion in 2025 - critical infrastructure for modern commerce. Consumer habituation to
unannounced deliveries and uniformed personnel creates the behavioural conditions fraud networks exploit. The typology operates in two
stages: a phone call establishes compliance; a courier completes the physical extraction. Legitimate delivery volume provides near-perfect
cover. Fraudsters exploit the familiarity and efficiency of courier collection services, with poor KYC controls.

« Global B2C parcel volume reached 121 billion shipments in 2025 - up 10% year-on-year

« Some courier collection services companies offer collection from most addresses within 60 minutes

TICKETS

The global live entertainment market is projected to reach $535 billion in 2025. Event tickets are finite goods subject to acute supply-demand
imbalances - conditions under which inflated prices suppress scepticism. Secondary market fragmentation eliminates authentication
infrastructure. By the time fraud is discovered - at the gate, after the event - recovery is practically impossible.

« QOver 32,000 music festivals are hosted annually across 85+ countries, with 190 million+ attendees per year

« 70%+ of global festival tickets are now mobile, eliminating paper-based verification at point of sale

QR CODES

The QR Code was introduced by DENSO WAVE in 1994 and released in a way that enabled wide, low-cost adoption, supporting high-speed,
low-friction consumer interactions. That convenience has scaled rapidly into payments and service access: Juniper Research projected 2.2
billion QR payment users globally by 2025 and forecast global QR payment spend exceeding $3 trillion by 2025.

« Approximately 100 million Americans will scan a QR code in 2025

« The global QR payment market is forecast to reach $35.07 billion by 2030 at a CAGR of 16.1%

EMPLOYMENT

Labour market conditions across key economies create fertile ground for employment fraud. The normalisation of remote hiring has
eliminated the in-person verification mechanisms that previously filtered fraudulent recruitment. A job seeker can engage, apply, interview
and receive an offer entirely online without confirming any touchpoint is legitimate.

e 32.6 million Americans - 22% of the workforce - now work remotely, with 83% of global employees preferring hybrid arrangements

o The UK unemployment rate rose to 5.0% in Q1 2026, with 729,000 young people aged 16—24 unemployed - up 110,000 year-on-year
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POLICE ] GLOBAL FRAUD TRENDS - THREAT ANALYSIS: @

IMPERSONATION SURGE IN COORDINATED POLICE & AUTHORITY IMPERSONATION - VICTIMS
COERCED INTO CASH TRANSFERS ACROSS 12+ COUNTRIES

o FAKE POLICE OFFICER: Police warn of scam callers posing as officers - SunLive
o FAKE FEDERAL AGENT: Houston FBI office warns about scam using fake federal
agents - Houston Public Media
o FAKE ICE OFFICER: San Diego man targeted by fake ICE officer scam specifically
exploiting immigrant community fears - NBC San Diego
J+J FAKE POLICE OFFICER: Fake bank workers, fake officers: Vancouver police warn
public of elaborate new scam - CityNews Vancouver
e FAKE CID: CID Warns of Rising Police-Impersonation Cyber Scams - News 1st
FAKE UNDERCOVER: Older people targeted by courier fraud, says force - BBC News
FAKE POLICE OFFICER: Fraud alert after scammers pose as police officers - BBC
News
FAKE LOCAL POLICE OFFICER: Bank scam callers impersonate local police officers
- BBC News
FAKE POLICE OFFICER: Warning after fake police phone scam - Nottinghamshire
Police
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N
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PORGIESOFT
rS> PEOPLE AT RISK: HOMEOWNERS, ELDERLY, MOBILE USERS, IMMIGRANTS, BANK CUSTOMERS
28% TEAMS TO ENGAGE: TRUST & SAFETY, FRAUD, RISK, THREAT INTELLIGENCE, CUSTOMER PROTECTION, WELFARE

(&%) STAKEHOLDERS TO ENGAGE: INTERPOL, FBI, POLICE, US IMMIGRATION & CUSTOMS ENFORCEMENT (ICE), ROYAL CANADIAN MOUNTED POLICE (RCMP)
ESTIMATED LOSSES: $2.5K - $70K | DETECTION TIMEFRAME: DAYS - WEEKS

2» TACTICS: BANK CARDS, PIN, BANK FRAUD TEAM, LOCAL POLICE, FOREIGN CURRENCY, SCOTLAND YARD, MET POLICE, PACKAGE HELD, EVIDENCE, FBI,

o;{?;o INVESTIGATION, PUNISHMENT MITIGATION, BITCOIN ATM, BANK EMPLOYEE, UNDERCOVER OPERATION, FRAUDULENT BANKNOTES, GREEN CARD
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https://www.sunlive.co.nz/news/380239-police-warn-of-scam-callers-posing-as-officers.html
https://www.houstonpublicmedia.org/articles/law-enforcement/2026/04/02/547839/fbi-houston-office-scam-warning/
https://www.nbcsandiego.com/news/local/san-diego-man-fake-ice-officer-scam-immigrant/4014840/
https://vancouver.citynews.ca/2026/04/17/vancouver-police-scam-fake-police-fake-bank-workers/
https://english.newsfirst.lk/2026/04/18/cid-warns-of-rising-police-impersonation-cyber-scams
https://www.bbc.co.uk/news/articles/ce9ylr4e3r2o
https://www.bbc.co.uk/news/articles/c23zel0zry0o
https://www.bbc.co.uk/news/articles/c23zel0zry0o
https://www.bbc.co.uk/news/articles/cgk2v0gk26xo
https://www.nottinghamshire.police.uk/news/nottinghamshire/news/news/2026/march/warning-after-fake-police-phone-scam/
https://www.nottinghamshire.police.uk/news/nottinghamshire/news/news/2026/march/warning-after-fake-police-phone-scam/
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COURIER GLOBAL FRAUD TRENDS - THREAT ANALYSIS: @
FRAUD COURIER FRAUD RISING: VICTIMS COACHED TO HAND OVER CASH OR CARDS
TO WAITING COURIERS - LINKED WITH POLICE & BANK IMPERSONATION
,\' NG o POLICE, COURIER - BANK CARDS & PIN: Surge in courier fraud scams, police say -
BBC News

WAL e MOBILE NETWORK CONTRACTS, COURIER - PHONE & BANK CARDS: Police warn
of rise in mobile phone and courier scams - Wrexham.com

USA o BANK, COURIER - CASH: Police warn of brazen scam after fake bank caller sends
courier for cash - 6abc

ENG o FALSE UNDERCOVER OPERATION, COURIER - CASH, FX: Older people targeted by
courier fraud, says force - BBC News

ENG o FRAUD TEAM, COURIER - BANK CARDS: 'Courier scammers took £11k - they can
target anyone' - BBC News

CAN %] COURTHOUSE OFFICIAL, COURIER - CASH : ‘Concerning’ courier cash scam on the
rise in Richmond, RCMP warn - CTV News

USA o FEDERAL EMPLOYEE, COURIER - CASH: Gold scams cost people millions across
the U.S. Friendswood police recovered $766K for one victim - Yahoo News

PORGIESOFT
né PEOPLE AT RISK: HOMEOWNERS, VULNERABLE, ELDERLY, MOBILE USERS, BANK CUSTOMERS, CREDIT CARD CUSTOMERS
#2% TEAMS TO ENGAGE: TRUST & SAFETY, FRAUD, RISK, THREAT INTELLIGENCE, CUSTOMER, WELFARE, GOVERNMENT RELATIONS, TELECOMS

@ STAKEHOLDERS TO ENGAGE: GSMA, DOJ CANADA, 02, EE, NATWEST

ESTIMATED LOSSES: $2K - $800K | DETECTION TIMEFRAME: DAYS - WEEKS

« %o TACTICS: BANK CARDS, CREDIT CARD, PIN, CASH WITHDRAWAL, FAKE FRAUD TEAM CALL, ACCIDENT, LOCAL POLICE, COLLECT EVIDENCE, MOBILE PHONE
0;{?;0 CONTRACTS, FOREIGN CURRENCY, BANK IMPERSONATION, PARCEL DROP-OFF, UNDERCOVER OPERATION, ENVELOPE, FREE GIFT, UPGRADE
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https://www.bbc.co.uk/news/articles/c5yj23vryy0o
https://wrexham.com/news/police-warn-of-rise-in-mobile-phone-and-courier-scams-290589.html
https://6abc.com/post/washington-township-police-warn-brazen-scam-fake-bank-caller-sends-courier-cash/18764562/
https://www.bbc.co.uk/news/articles/ce9ylr4e3r2o
https://www.bbc.co.uk/news/articles/c2488781546o
https://www.ctvnews.ca/vancouver/article/concerning-courier-cash-scam-on-the-rise-in-richmond-rcmp-warn/
https://www.yahoo.com/news/articles/gold-scams-costing-people-millions-221644910.html
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TICKET 3 GLOBAL FRAUD TRENDS - THREAT ANALYSIS: @

SCAMS FAKE AND OVERPRICED TICKETS TARGETING FANS OF MUSIC, SPORTS AND
LIVE EVENTS - WHATSAPP GROUPS & SOCIAL MEDIA DRIVING CONVERSION

USA e CONCERT TICKETS, RESELLING REAL TICKETS WITH HIDDEN FEES: Local woman
loses hundreds in third-party ticket scam, fights for refund - News 5 WCYB

USA e MUSIC FESTIVAL, FAKE TICKET: Coachella ticket scams surge as fans overpay
and risk fake passes - NBC Palm Springs

CZE e FIFA WORLD CUP, CANCELLED TICKET & MULTIPLE COPIES OF TICKET: Irish football
fans in Prague warned of fake ticket scams ahead of World Cup play-off - CorkBeo

ENG e VICTIM IMPERSONATION, SELLING FAKE TICKETS WITH STOLEN IDENTITY: | made
a split-second mistake on FaceTime — it led to a £15,000 ticket scam - Yahoo News

FNG o SCHOOL WHATSAPP GROUP, NON-EXISTENT CONCERTS & SOCIAL EVENTS: The
ingenious WhatsApp group chat scam selling fake tickets - Yahoo News

ENG o SOCIAL MEDIA POSTS & PAGES, FAKE TICKETS: Police warning as fake tickets
sold by criminals on social media - Birmingham Live

KOR ‘e; MUSIC BAND COMEBACK, INFLATED RESALE & DATA THEFT RISK: Seoul police
warn of proxy ticket scams ahead of BTS comeback show - The Korea Herald

PORGIESOFT
rS> PEOPLE AT RISK: MUSIC FANS, SPORTS FANS, SOCIAL MEDIA USERS, YOUNG ADULTS, EVENT GOERS, PARENTS
28% TEAMS TO ENGAGE: TRUST & SAFETY, FRAUD, RISK, THREAT INTELLIGENCE, CUSTOMER, WELFARE, COMMUNICATIONS, EXTERNAL RELATIONS

(&) STAKEHOLDERS TO ENGAGE: FIFA, TICKETMASTER, STUBHUB, AXS, META, REPORT FRAUD, SCHOOLS, SEOUL METROPOLITAN POLICE AGENCY

ESTIMATED LOSSES: $40 - $5K | DETECTION TIMEFRAME: HOURS - WEEKS

%, TACTICS: SOCIAL MEDIA POSTS, WHATSAPP GROUPS, SERVICE FEES, OVERPRICED ACCOMMODATIONS, FAKE WEBSITES, SPORTS MATCHES, MUSIC GIGS,
G CONCERTS, THEATRE SHOWS, OVERPRICING, COUNTERFEIT PASSES, RESELLING SAME PDF TICKET, SPONSORED LINKS
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https://wcyb.com/news/local/local-woman-loses-hundreds-in-third-party-ticket-scam-fights-for-refund
https://www.nbcpalmsprings.com/therogginreport/2026/04/18/coachella-ticket-scams-surge-as-fans-overpay-and-risk-fake-passes
https://www.corkbeo.ie/news/irish-football-fans-prague-warned-33659360
https://uk.news.yahoo.com/fake-ticket-scam-identity-fraud-advice-uk-080102113.html
https://uk.news.yahoo.com/whatsapp-group-chat-scam-fake-tickets-school-111357890.html
https://www.birminghammail.co.uk/news/midlands-news/police-warning-fake-tickets-sold-33779722
https://www.koreaherald.com/article/10680468
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FAKE 4 GLOBAL FRAUD TRENDS - THREAT ANALYSIS: @
QR CODES QR CODE SCAMS SCALING GLOBALLY: STICKERS ON PARKING METERS, FAKE
GOVERNMENT LETTERS, IN SMISHING TEXTS & ON FAKE WINDSHIELD NOTICES
%ﬂg HKG FAKE GOV LETTER, FAKE QR CODE: Police warn of new scam using fake govt
letters with QR codes - The Standard
CRI E WINDSHIELD, VIOLATION NOTICE - FAKE QR CODE: Costa Rica Warns Drivers
About Fake QR Code Parking Scam - The Tico Times
UAE e PHISHING EMAILS, FAKE QR CODES: One scan could cost you: What Dubai
authority has to say about the QR code frauds - Gulf Business
CAN [j*J] RENTAL BIKES, FAKE QR CODE - CARD DETAILS: BikeShare Toronto warns riders of
QR code scam - Global NEWS
CAN ] PARKING MACHINES, FAKE QR CODE: RCMP investigating after fraudulent QR codes
found on 75 Kelowna parking meters - Global News
ENG o PARKING MACHINE, FAKE QR CODE: Drivers warned over QR code pay-and-display
scam - BBC News
UsA e« MMS/SMS WITH FAKE PICTURE OF OFFICIAL NOTICE, FAKE QR CODE: Scammers
text QR codes to steal information in recent traffic violation trend - KUTV
PORGIESOFT
xS, PEOPLE AT RISK: MOTORISTS, COMMUTERS, CYCLISTS, MOBILE USERS, RESIDENTS, TOURISTS, ONLINE USERS

#2% TEAMS TO ENGAGE: TRUST & SAFETY, FRAUD, RISK, THREAT INTELLIGENCE, CUSTOMER PROTECTION, CYBERSECURITY, COMMUNICATIONS
@ STAKEHOLDERS TO ENGAGE: DVLA, DVSA, PAYBYPHONE, RINGGO, LOCAL COUNCILS, FTC, RCMP, POLICE, PARKING OPERATORS, BIKE HIRE FIRMS
ESTIMATED LOSSES: $2 - S50K | DETECTION TIMEFRAME: HOURS - WEEKS
o2 o TACTICS: FAKE QR STICKERS, PARKING METERS, PICTURE/TEXT MESSAGES, WINDSHIELDS, VIOLATION NOTICES, FAKE GOVERNMENT LETTERS, FAKE
o;{?;o PAYMENT PORTALS, OVERLAYING OFFICIAL QR CODES, FAKE QR CODES WITH LOGOS, BIKE SHARE, PROSECUTION NOTICE, TRAFFIC VIOLATION
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https://www.thestandard.com.hk/news/article/329717/Police-warn-of-new-scam-using-fake-govt-letters-with-QR-codes
https://ticotimes.net/2026/04/22/costa-rica-warns-drivers-about-fake-qr-code-parking-scam
https://gulfbusiness.com/en/2026/application/one-scan-could-cost-you-what-dubai-authority-has-to-say-about-the-qr-code-frauds/
https://globalnews.ca/news/11822058/bike-share-toronto/
https://globalnews.ca/news/11673628/fraudulent-qr-codes-found-kelowna-parking-meters/
https://www.bbc.co.uk/news/articles/cr73rxjv94mo
https://kutv.com/news/eye-on-your-money/scammers-text-qr-codes-to-steal-information-in-recent-traffic-violation-trend
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EMPLOYMENT 5 GLOBAL FRAUD TRENDS - THREAT ANALYSIS: @

SCAMS JOB & EMPLOYMENT SCAMS: Al DEEPFAKES, RECRUITER IMPERSONATION & FAKE
INTERVIEWS TARGETING PROFESSIONALS, GRADUATES & YOUNG PEOPLE

%QS@ Uss o FAKE GOOGLE FORMS - WE'RE HIRING CUSTOMER SUPPORT EXECUTIVE: Job
scam uses fake Google Forms site to harvest Google logins - Malwarebytes
USA e FAKETECHNICAL INTERVIEWS - CRYPTO TRADING & Al SOLUTION FIRMS: Contagious
Interview: Malware delivered through fake developer job interviews - Microsoft
USA e FAKE CALENDAR INVITE - COMPANY IMPERSONATION: Al-powered job scams
target desperate job seekers with fake calendar invites - KIRH 2 NEWS OKLAHOMA
UK == HIGH COMMISSION ONLINE JOBS - SOCIAL MEDIA & SEARCH ENGINES: Ombudsman
seeing thousands of complaints related to job and investment scams - Independent
AUS o FAKE FORM PROCESSING FEES - JOB POST ON FACEBOOK GROUP: Young job seekers
in Australia are being targeted by crime networks as fake job scams surge - ABC News
ENG o FAKE TRADER & CASHIER JOBS - TIKTOK = WHATSAPP — TELEGRAM: Cheshire
Police scam warning to teens over social media ‘job ads’ - Warrington Guardian
UAE o FAKE PART-TIME JOB OFFERS, SOCIAL MEDIA & MESSAGING APPS: Dubai Police
warn public about fake part-time job scams - Gulf News
PORGIESOFT
5> PEOPLE AT RISK: JOB SEEKERS, GRADUATES, YOUNG ADULTS (18-24 | 25-34), REDUNDANT EMPLOYEES, SOFTWARE DEVELOPERS

#2% TEAMS TO ENGAGE: TRUST & SAFETY, FRAUD, HR, PEOPLE, CYP, CUSTOMER PROTECTION, CYBERSECURITY, COMMUNICATIONS
@ STAKEHOLDERS TO ENGAGE: LINKEDIN, INDEED, REED, TOTALJOBS, JOB CENTRE, META, GOOGLE, TIKTOK, FTC, ACCC, FINANCIAL OMBUDSMAN
ESTIMATED LOSSES: $500 - $400K | DETECTION TIMEFRAME: WEEKS - MONTHS
o2 o TACTICS: GOOGLE FORM, SIGN IN, FILL FORM, FACEBOOK GROUP, TIKTOK, WHATSAPP, TELEGRAM, FLEXIBLE, RECRUITER, PART-TIME, SOFTWARE DEVELOPER,
o;{:?;o TRAINING, EQUIPMENT, UNLOCK WAGES, COMMISSION, REWARD, RELEASE FEE, CALENDAR INVITES, LINKEDIN, INTERVIEWS, HIGH-RETURN, CRYPTO, SSO
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https://www.malwarebytes.com/blog/scams/2026/02/job-scam-uses-fake-google-forms-site-to-harvest-google-logins
https://www.malwarebytes.com/blog/scams/2026/02/job-scam-uses-fake-google-forms-site-to-harvest-google-logins
https://www.microsoft.com/en-us/security/blog/2026/03/11/contagious-interview-malware-delivered-through-fake-developer-job-interviews/
https://www.microsoft.com/en-us/security/blog/2026/03/11/contagious-interview-malware-delivered-through-fake-developer-job-interviews/
https://www.kjrh.com/money/consumer/ai-powered-job-scams-target-desperate-job-seekers-with-fake-calendar-invites
https://www.kjrh.com/money/consumer/ai-powered-job-scams-target-desperate-job-seekers-with-fake-calendar-invites
https://www.independent.co.uk/money/financial-ombudsman-service-people-b2923561.html
https://www.independent.co.uk/money/financial-ombudsman-service-people-b2923561.html
https://www.abc.net.au/news/2026-04-07/reports-of-job-scam-among-young-people-more-than-doubling/106370424
https://www.warringtonguardian.co.uk/news/25935759.cheshire-police-scam-warning-teens-targeted-tiktok-job-ads/
https://gulfnews.com/uae/crime/dubai-police-warn-public-about-fake-part-time-job-scams-1.500475470

FRAUD INTELLIGENCE PACK - FEB 2026 - APR 2026

KEY GEOGRAPHIES

N L7
USA UK g

/

FAKE FEDERAL AGENT: Houston FBI office warns about scam using fake federal FAKE UNDERCOVER: Older people targeted by courier fraud, says force - BBC News
agents - Houston Public Media

FAKE POLICE OFFICER: Fraud alert after scammers pose as police officers - BBC News
FAKE ICE OFFICER: San Diego man targeted by fake ICE officer scam specifically

exploiting immigrant community fears - NBC San Diego FAKE LOCAL POLICE OFFICER: Bank scam callers impersonate local police officers -
BBC News

BANK, COURIER - CASH: Police warn of brazen scam after fake bank caller sends

courier for cash - 6abc FAKE POLICE OFFICER: Warning after fake police phone scam - Nottinghamshire Police

FEDERAL EMPLOYEE, COURIER - CASH: Gold scams cost people millions across HIGH COMMISSION ONLINE JOBS - SOCIAL MEDIA & SEARCH ENGINES: Ombudsman

the U.S. Friendswood police recovered $766K for one victim - Yahoo News seeing thousands of complaints related to job and investment scams - Independent

CONCERT TICKETS, RESELLING REAL TICKETS WITH HIDDEN FEES: Local FALSE UNDERCOVER OPERATION, COURIER - CASH, FX: Older people targeted by

woman loses hundreds in third-party ticket scam, fights for refund - News 5 WCYB courier fraud, says force - BBC News

MUSIC FESTIVAL, FAKE TICKET: Coachella ticket scams surge as fans overpay FRAUD TEAM, COURIER - BANK CARDS: 'Courier scammers took £11k - they can target

and risk fake passes - NBC Palm Springs anyone' - BBC News

MMS/SMS WITH FAKE PICTURE OF OFFICIAL NOTICE, FAKE QR CODE: VICTIM IMPERSONATION, SELLING FAKE TICKETS WITH STOLEN IDENTITY: | made a

Scammers text QR codes to steal information in recent traffic violation trend - split-second mistake on FaceTime — it led to a £15,000 ticket scam - Yahoo News

KUTV

SCHOOL WHATSAPP GROUPR, NON-EXISTENT CONCERTS & SOCIAL EVENTS: The
FAKE GOOGLE FORMS - WE'RE HIRING CUSTOMER SUPPORT EXECUTIVE: Job ingenious WhatsApp group chat scam selling fake tickets - Yahoo News
scam uses fake Google Forms site to harvest Google logins - Malwarebytes

SOCIAL MEDIA POSTS & PAGES, FAKE TICKETS: Police warning as fake tickets sold by

FAKE TECHNICAL INTERVIEWS - CRYPTO TRADING & Al SOLUTION FIRMS: criminals on social media - Birmingham Live
Contagious Interview: Malware delivered through fake developer job interviews -
Microsoft PARKING MACHINE, FAKE QR CODE: Drivers warned over QR code pay-and-display

scam - BBC News

FAKE CALENDAR INVITE - COMPANY IMPERSONATION: Al-powered job scams

target desperate job seekers with fake calendar invites - KURH 2 NEWS OKLAHOMA FAKE TRADER & CASHIER JOBS - TIKTOK = WHATSAPP — TELEGRAM: Cheshire
Police scam warning to teens over social media ‘job ads’ - Warrington Guardian
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https://www.houstonpublicmedia.org/articles/law-enforcement/2026/04/02/547839/fbi-houston-office-scam-warning/
https://www.nbcsandiego.com/news/local/san-diego-man-fake-ice-officer-scam-immigrant/4014840/
https://6abc.com/post/washington-township-police-warn-brazen-scam-fake-bank-caller-sends-courier-cash/18764562/
https://www.yahoo.com/news/articles/gold-scams-costing-people-millions-221644910.html
https://wcyb.com/news/local/local-woman-loses-hundreds-in-third-party-ticket-scam-fights-for-refund
https://www.nbcpalmsprings.com/therogginreport/2026/04/18/coachella-ticket-scams-surge-as-fans-overpay-and-risk-fake-passes
https://kutv.com/news/eye-on-your-money/scammers-text-qr-codes-to-steal-information-in-recent-traffic-violation-trend
https://www.malwarebytes.com/blog/scams/2026/02/job-scam-uses-fake-google-forms-site-to-harvest-google-logins
https://www.malwarebytes.com/blog/scams/2026/02/job-scam-uses-fake-google-forms-site-to-harvest-google-logins
https://www.microsoft.com/en-us/security/blog/2026/03/11/contagious-interview-malware-delivered-through-fake-developer-job-interviews/
https://www.microsoft.com/en-us/security/blog/2026/03/11/contagious-interview-malware-delivered-through-fake-developer-job-interviews/
https://www.kjrh.com/money/consumer/ai-powered-job-scams-target-desperate-job-seekers-with-fake-calendar-invites
https://www.kjrh.com/money/consumer/ai-powered-job-scams-target-desperate-job-seekers-with-fake-calendar-invites
https://www.bbc.co.uk/news/articles/ce9ylr4e3r2o
https://www.bbc.co.uk/news/articles/c23zel0zry0o
https://www.bbc.co.uk/news/articles/cgk2v0gk26xo
https://www.nottinghamshire.police.uk/news/nottinghamshire/news/news/2026/march/warning-after-fake-police-phone-scam/
https://www.independent.co.uk/money/financial-ombudsman-service-people-b2923561.html
https://www.independent.co.uk/money/financial-ombudsman-service-people-b2923561.html
https://www.bbc.co.uk/news/articles/ce9ylr4e3r2o
https://www.bbc.co.uk/news/articles/c2488781546o
https://uk.news.yahoo.com/fake-ticket-scam-identity-fraud-advice-uk-080102113.html
https://uk.news.yahoo.com/whatsapp-group-chat-scam-fake-tickets-school-111357890.html
https://www.birminghammail.co.uk/news/midlands-news/police-warning-fake-tickets-sold-33779722
https://www.bbc.co.uk/news/articles/cr73rxjv94mo
https://www.warringtonguardian.co.uk/news/25935759.cheshire-police-scam-warning-teens-targeted-tiktok-job-ads/

FRAUD INTELLIGENCE PACK - FEB 2026 - APR 2026

KEY GEOGRAPHIES

ENG AUS

POLICE, COURIER - BANK CARDS & PIN: Surge in courier fraud scams, police say - FAKE POLICE OFFICER: Police warn of scam callers posing as officers - SunLive
BBC News

FAKE FORM PROCESSING FEES - JOB POST ON FACEBOOK GROUP: Young job seekers
FALSE UNDERCOVER OPERATION, COURIER - CASH, FX: Older people targeted by in Australia are being targeted by crime networks as fake job scams surge - ABC News
courier fraud, says force - BBC News

FRAUD TEAM, COURIER - BANK CARDS: 'Courier scammers took £11k -they can

target anyone'- BBC News CAN I * I

VICTIM IMPERSONATION, SELLING FAKE TICKETS WITH STOLEN IDENTITY: |
made a split-second mistake on FaceTime — it led to a £15,000 ticket scam - Yahoo
News

FAKE POLICE OFFICER: Fake bank workers, fake officers: Vancouver police warn public of
elaborate new scam - CityNews Vancouver

COURTHOUSE OFFICIAL, COURIER - CASH : ‘Concerning’ courier cash scam on the rise

SCHOOL WHATSAPP GROUP NON-EXISTENT CONCERTS & SOCIAL EVENTS: The it
in Richmond, RCMP warn - CTV News

ingenious WhatsApp group chat scam selling fake tickets - Yahoo News

RENTAL BIKES, FAKE QR CODE - CARD DETAILS: BikeShare Toronto warns riders of QR

SOCIAL MEDIA POSTS & PAGES, FAKE TICKETS: Police warning as fake tickets sold
code scam - Global NEWS

by criminals on social media - Birmingham Live

PARKING MACHINES, FAKE QR CODE: RCMP investigating after fraudulent QR codes

FAKE TRADER & CASHIER JOBS - TIKTOK — WHATSAPP — TELEGRAM: Cheshire )
found on 75 Kelowna parking meters - Global News

Police scam warning to teens over social media ‘job ads’ - Warrington Guardian

UAE

PHISHING EMAILS, FAKE QR CODES: One scan could cost you: What Dubai authority
has to say about the QR code frauds - Gulf Business

FAKE PART-TIME JOB OFFERS, SOCIAL MEDIA & MESSAGING APPS: Dubai Police
warn public about fake parttime job scams - Gulf News
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https://www.bbc.co.uk/news/articles/c5yj23vryy0o
https://www.bbc.co.uk/news/articles/c5yj23vryy0o
https://www.bbc.co.uk/news/articles/ce9ylr4e3r2o
https://www.bbc.co.uk/news/articles/c2488781546o
https://uk.news.yahoo.com/fake-ticket-scam-identity-fraud-advice-uk-080102113.html
https://uk.news.yahoo.com/fake-ticket-scam-identity-fraud-advice-uk-080102113.html
https://uk.news.yahoo.com/whatsapp-group-chat-scam-fake-tickets-school-111357890.html
https://www.birminghammail.co.uk/news/midlands-news/police-warning-fake-tickets-sold-33779722
https://www.warringtonguardian.co.uk/news/25935759.cheshire-police-scam-warning-teens-targeted-tiktok-job-ads/
https://www.sunlive.co.nz/news/380239-police-warn-of-scam-callers-posing-as-officers.html
https://www.abc.net.au/news/2026-04-07/reports-of-job-scam-among-young-people-more-than-doubling/106370424
https://gulfbusiness.com/en/2026/application/one-scan-could-cost-you-what-dubai-authority-has-to-say-about-the-qr-code-frauds/
https://gulfbusiness.com/en/2026/application/one-scan-could-cost-you-what-dubai-authority-has-to-say-about-the-qr-code-frauds/
https://gulfnews.com/uae/crime/dubai-police-warn-public-about-fake-part-time-job-scams-1.500475470
https://vancouver.citynews.ca/2026/04/17/vancouver-police-scam-fake-police-fake-bank-workers/
https://www.ctvnews.ca/vancouver/article/concerning-courier-cash-scam-on-the-rise-in-richmond-rcmp-warn/
https://globalnews.ca/news/11822058/bike-share-toronto/
https://globalnews.ca/news/11673628/fraudulent-qr-codes-found-kelowna-parking-meters/

FRAUD RISK SUMMARY NOTES &
WHAT WE'VE LEARNT

Lesson 01 - Trust is the attack surface, not technology

Fraud this quarter required no technical sophistication - only the exploitation of institutional
trust and platform familiarity. A fake police officer call costs little or nothing to deploy; a QR
code sticker placed over a parking meter requires no coding ability. Yet both produced victims
across multiple countries simultaneously. Prevention frameworks built around detecting
'suspicious' behaviour are insufficient when the fraud presents as entirely normal.

Lesson 02 - Al is already an operational tool for cybercriminals, not a future risk
Microsoft confirmed North Korean state actors delivering malware through convincing fake
developer job interviews - an attack requiring no suspicious link, only attendance at what
appears to be a legitimate interview. Separately, Al-powered calendar invites impersonating
real companies extracted personal and financial details from US job seekers. Deepfake
personas are deployed at scale, across multiple typologies, right now.

Lesson 03 - The fraudster calendar mirrors and tracks the public events calendar
Coachella generated fake resale campaigns within days of sell-out announcements. The FIFA
World Cup play-off produced fraudulent ticketing sites targeting Irish fans before the fixture
was widely reported. The BTS Seoul comeback triggered proxy ticket scam warnings from
South Korean police. Each surge was event-driven, rapid and predictable. Anticipatory alerting
before events occur - not after victims come forward - is the only effective intervention point.

Lesson 04 - Vulnerability is both situational and demographic-driven

A Hong Kong job seeker lost the equivalent of $4 million in a sustained, professionalised
recruitment deception. Teenagers in Cheshire were drawn into fake trader jobs via TikTok before
being migrated to WhatsApp and Telegram. Elderly homeowners handed bank cards to couriers
dispatched by callers impersonating Scotland Yard. The victim profile is broad because targeting
is situational - financial pressure, urgency and fear do not discriminate by age or background.
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1. Deepfake scam ads at industrial scale
2. Geopolitical disaster fraud

3. Sextortion email campaigns

4. Fake iCloud storage scams

5. Bereavement scams

OTHER GLOBAL TRENDS WE NOTICED

6. Pet and missing animal fraud

7. Friendship fraud targeting the elderly

8. Spoof insurance apps

9. Fake settlement and class action scams

10. Crypto investment scams
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PREVIEW: MAY 2026 GLOBAL TRENDS

MAY 2026: FRAUD THREATS WE'VE OBSERVED SO FAR

N o o b~ DN

. Romance Fraud Surge: Romance scammers are cultivating long-term trust online, steering victims into repeated transfers

. Courier Fraud Escalating: Criminals are coaching victims by phone, directing cash and card handovers to couriers

. Al Deepfakes Usage: Fraud networks are deploying synthetic voice and video, for faster impersonation

. FIFA World Cup Ticket Scams: Scammers are exploiting scarcity and urgency, selling counterfeit tickets via social media.

. Refund Fraud Scaling: Organised groups are inflating refunds using weak returns controls, synthetic receipts and chargebacks

. Travel-related Scams: Scammers are impersonating airlines and travel agents, deceiving victims via fake bookings, refund links and Al

. Payment Failed - Al Subscription Phishing: Cybercriminals are sending out no-typo phishing emails impersonating OpenAl
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Product & Technology
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RECOMMENDED ACTIONS

Fraud & Financial Crime Teams

IMPLICATIONS: Police impersonation and courier fraud are producing the highest individual fraud losses per
incident. Employment fraud is the fastest-evolving vector. Detection timeframes suggest existing controls are
missing a significant volume of cases.

SUGGESTED ACTIONS:
« Review transaction monitoring rules for courier fraud patterns - specifically monitor unusual cash
withdrawal trends, which is a hallmark of the police impersonation and courier fraud
« Brief frontline fraud analysts on Al-generated job interview and fake Google Forms credential harvesting, and
update case classification to capture employment fraud as a distinct category

Trust & Safety Teams
IMPLICATIONS: Fake QR codes, ticket fraud and employment scams all depend on platform infrastructure -
social media, resale sites, messaging apps and job boards - as their primary distribution layer.

SUGGESTED ACTIONS:
« Conduct a periodic platform audit for fake QR codes, fraudulent ticket listings and fake job posts - prioritising
sponsored and promoted content pathways which are used to drive high-risk fraud-related material
« Identify upcoming major events, establishing a rapid-response protocol for event-driven fraud surges,
enabling faster content removal and preventative user alerts around major events

Cybersecurity & Threat Intelligence Teams

IMPLICATIONS: Employment fraud and QR code scams both involve credential harvesting through technically
convincing fake infrastructure - fake Google Forms portals, fake PayByPhone payment pages and Al-generated
interview platforms. North Korean state actors’ Contagious Interview campaign represents a sophisticated threat.

SUGGESTED ACTIONS:
« Monitor for domain spoofing of the organisation's own brand across QR code payment pages, job listings
and official communications
« Strengthen security and awareness for software development, engineering and technical hiring teams
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RECOMMENDED ACTIONS

Risk & GRC Teams

IMPLICATIONS: The cross-border, multi-typology nature of this quarter's fraud landscape represents a systemic
risk exposure, not a series of isolated incidents. State-sponsored actor involvement (North Korea) elevates
employment fraud to a geopolitical risk category, while police impersonation risks are increasing in frequency.

SUGGESTED ACTIONS:
» Update the enterprise risk register to reflect Al-enabled fraud as a current operational risk, not emerging
« Conduct a control gap assessment against each of the five trends identified, to strengthen posture and
assess where existing fraud controls designed for older attack patterns may have weakened

Customer Protection, Vulnerability & Welfare Teams

IMPLICATIONS: The victim profile spans elderly adults, teenagers, immigrants, job seekers and the bereaved -
some of the most vulnerable consumer segments. The situational nature of targeting means standard
demographic vulnerability frameworks will miss a significant proportion of victims.

SUGGESTED ACTIONS:
« Develop a proactive outreach programme for high-risk interaction moments: large cash withdrawals,
payments to new payees, or account activity consistent with courier fraud patterns
« Brief customer-facing frontline staff across customer channels on the specific tactics and typical end-to-end
playbook used by fraudsters in police impersonation calls - to identify opportunities for customer intervention

HR & People Teams

IMPLICATIONS: Employment fraud is now targeting the hiring process itself - not just candidates. Organisations'
own recruitment infrastructure, job posting templates, interviewer identities and onboarding portals are being
cloned and weaponised against job seekers.

SUGGESTED ACTIONS:
» Develop a fraud verification and awareness step during candidate onboarding - explicitly confirming which
platforms, email domains and payment requests are and are not used in the genuine hiring process
« Monitor risk exposure around hiring manager, candidate and recruiter impersonation - raising awareness of
potential fraud pathways where their professional identities may be stolen, consider hybrid interviews
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RECOMMENDED ACTIONS

Communications & External Relations Teams

IMPLICATIONS: Brand impersonation is active across police, courier, ticketing and employment typologies.
Criminals are using trusted brand names to add credibility to their campaigns. Reputational damage accrues to
organisations whose branding appears - even without authorisation - in fraud incidents.

SUGGESTED ACTIONS:
 Develop pre-emptive customer communications documents and packs linked to trends for awareness
raising, reporting and incident response purposes
« Brief key stakeholders including frontline and media-facing staff about emerging trends and fraud risks

Policy & Government Relations Teams

IMPLICATIONS: There are ongoing systemic failures across platforms, brand protection, payment infrastructure
and regulatory frameworks. The scale of police impersonation, the use of sponsored advertising for deepfake
fraud, and the involvement of state actors all carry significant policy dimensions.

SUGGESTED ACTIONS:
« Engage with relevant government fraud advisory groups - to contribute intelligence to the evidence base
« Monitor legislative developments on platform liability for fraud facilitation across key geographies as well as
any regulatory implications

Product & Technology Teams

IMPLICATIONS: Fraud vectors exploit weaknesses in product design and the lack of customer and public
awareness about fraud risks. QR code introduction to product workflows without corresponding fraud risk warnings,
low-verification job application portals, and rapid cash withdrawal functionality can contribute to fraud loss events.

SUGGESTED ACTIONS:
» Review the QR code payment journey for additional friction and embed educational resources and
touchpoints into the journey
« Audit any customer-facing forms or application portals for replication risk and cybersquatting risk, as part of
baseline preventative protection

27




LAW ENFORCEMENT &
POLICE

The most impersonated
institution in this report is the
police itself. Every convincing
fake police call erodes public
trust - not just for that
individual, but for their entire
community. There is currently
no fast, universally known
mechanism for a member of
the public to verify a police
contact in under 60 seconds.
That gap is the single most
exploitable feature of the most
prevalent fraud typology
tracked this quarter.

KEY LEARNINGS ACROSS INDUSTRY

FINANCIAL INSTITUTIONS &
BANKS

Financial institutions are being
impersonated as the second
stage of multi-step fraud
operations and courier fraud -
their customers are being
coached to bypass bank fraud
warnings before the call ends.
Fraud controls are being
socially engineered around,
not technically circumvented.
Proactive educational fraud
awareness programmes need
to anticipate this risk and the
likely customers at risk -
before the customer is
coached.

TICKETING PLATFORMS,
EVENT HOSTS & ORGANISERS

The secondary ticket market's
authentication gap is being
exploited at greater scale,
across more events and more
countries. The FIFA World Cup
is the highest-risk single event
window in the coming quarter.
Platforms that have not
applied lessons, introduced
verification, intelligence
analysis and driving
awareness using the most
recent ticket scam tactics, will
contribute to fraud loss events
and suffer potential brand
reputational damage.
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COURIER & LOGISTICS
COMPANIES

Courier companies are being
used as the physical extraction
mechanism in a financial
crime operation they are
entirely unaware of. The
industry's low-friction, high-
speed collection model makes
it exploitable. Targeted friction
at the right collection point
protects both the victim and
the courier brand. Poor KYC
controls and missing fraud
warnings in the courier
collection service journey may
have contributed to increased
fraud risks.




RECRUITMENT PLATFORMS
& JOB BOARDS

Job listings and end-to-end
remote interviews have
become a potential fraud
vector. Every recruiter or hiring
manager profile is a potential
identity to steal. Fake
application forms are now a
potential credential-harvesting

tool and linked to identity theft.

Platforms without robust
employer verification and still
relying on ad-hoc or outdated
candidate fraud awareness
initiatives are operating with
an open attack surface. Hybrid
interviews could reduce risk.

KEY LEARNINGS ACROSS INDUSTRY

TELECOMS & MOBILE
NETWORK OPERATORS (MNO)

Phone number spoofing is a
key technical enabler of the
most damaging fraud type
tracked this quarter. Without it,
police impersonation and
courier fraud collapses.
STIR/SHAKEN and equivalent
SMS authentication standards
are an overdue infrastructure
upgrade. Customer fraud risk
assessments and campaigns
are vital - right from the point
of sale for telecoms products.
Stronger KYC requirements
needed for new SIM
registrations.

SOCIAL MEDIA &
TECHNOLOGY PLATFORMS

Two out of five key trends
observed were enabled by
social media at some point in
the lifecycle. The reach and the
ability to scale attacks quickly
via social media is an ongoing
problem. Robust monitoring
around existing fraud risk
trends and tactics, while
anticipating future risks before
introducing new features is
critical. The fraud incident
response can be strengthened
to support victims with both
digital content and printed
content.
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GOVERNMENT &
REGULATORY BODIES

There are emerging systemic
harms and poor practices -
platform-facilitated deepfake
ads, state-sponsored
recruitment attacks, cross-
border impersonation networks
- which regulation, governance
and enforcement can address.
There are opportunities to
better understand, track and
reduce fraud risk to citizens.
Flexible frameworks and agile
collaborative programmes are
needed to encourage, nurture
and reward anti-fraud
innovation.




ORGANISATIONAL RESPONSE - TRENDS

EMERGING TREND

POTENTIAL STRATEGIC RESPONSE

POLICE IMPERSONATION

Review and develop digital content on police impersonation tactics;
raise awareness of how to verify if a police or public servant is genuine
Discuss police impersonation risks with other stakeholders at a
working group and identify lessons learned

COURIER FRAUD

Provide an analysis of courier fraud emerging trends, fraud risks and
develop a case study - clarify where and how to report courier fraud
Discuss courier fraud risks and the link to police impersonation with
other stakeholders at a working group and identify lessons learned

TICKET SCAMS

Expand digital content previewing upcoming key events and highlight

potential fraud risks, likely vectors including how to avoid ticket scams
Discuss ticket scam platforms and relevant local events that could be
impacted with other stakeholders at a working group

FAKE QR CODES

Highlight high risk areas for Fake QR codes or emerging tactics, share
safer alternatives to QR codes and best practices with scanning codes
Discuss where QR codes are being used in your organisation to
identify potential fraud risks and a governance framework

EMPLOYMENT SCAMS

Raise awareness of employment related scam tactics and fraud risks
affecting existing employees, new applicants and hiring managers
Identify platforms being used by your organisation during recruitment
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For further insights and analysis, bespoke fraud risk threat intelligence briefings or a
subscription to the PORGIESOFT Fraud Intelligence Quarterly Pack, please contact us directly.

www.porgiesoft.com/contact

Our Fraud Intelligence Quarterly Pack is one component of PORGIESOFT's broader strategic intelligence solutions. Subscribers receive quarterly deep-dive packs, regular
updates, bespoke analysis and briefings tailored to their sector, and direct access to our threat intelligence division for follow-up questions and horizon scanning sessions.
Whether you are from a Fraud, Financial Crime or Security team looking for operational intelligence, or from a GRC function monitoring the risk landscape, or a Policy
team needing evidenced briefings for regulatory engagement or an External Relations function - we work with you to make the intelligence actionable.

Request a full digital pack, printed pack, sector briefing or for a subscription: www.porgiesoft.com/threats
2 Contact our Intelligence Team: intelligence@porgiesoft.com
Learn more about PORGIESOFT Security: www.porgiesoft.com
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