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QUARTERLY FRAUD RISK BRIEFING: MAY - JULY 2026

Coverage Summary: Fraud threat actors escalated their use of generative Al against global financial institutions
and consumers, driving concurrent risks across insurance, commercial and retail banking sectors. A two-pronged
attack strategy is being deployed: targeting enterprises through brand and C-suite phishing impersonation, while
exploiting retail customers through fines, products, seasonal triggers like heatwaves and extreme weather events.
By leveraging synthetic phishing email threads, Al, attachments, government domains and social media, fraudsters
exploit brand trust, genuine consumer needs and emotional urgency. Financial institutions face compounding

exposures spanning direct fraud losses, operational risks, regulatory reimbursement liabilities and brand erosion.

GLOBAL EMERGING FRAUD RISK TRENDS: MAY 2026 - JULY 2026

» RISK RATING 5/5: C-Suite Invoice Impersonation Phishing

» RISK RATING 5/5: Hybrid Crypto Courier Investment Scams

» RISK RATING 3/5: Air Conditioning Scams

» RISK RATING 4/5: Synthetic Phishing Email Chain Fraud

» RISK RATING 4/5: Parking & Traffic Text Message Scams

» RISK RATING 5/5: Investment and Pension Fraud

» RISK RATING 5/5: Fake Car Insurance Policies & Digital Documents
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LEARN MORE - ACCESS FRAUD RISK INSIGHTS:

O Request the full August 2026 Edition, one-off access, quarterly access, annual subscription options or a Financial

Institution Licence. Includes analyst coverage, threat actor tactics, risk analysis, regulatory insights, loss modelling,
<  KRI/KPI frameworks, control weaknesses, recommended actions by function, Al toolkit and forward risk outlook.
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» Backed by the UK’s National Cyber Security Centre (part of GCHQ)

I

» Expertisein global fraud and scam thieat intelligence, financial®ime and cybersecurity
» Proven track record with natjonal agencies, banks, technology.companies.and globalpartners
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